CASINO CONTROL COMMISSION

19:46-1.26A

8. If a slot machine utilizes slot credits or electronic
transfer credits, a mechanical, electrical or electronic de-
vice, known as a “credit meter,” visible from the front of
the machine, that accumulates and displays to the player
the denominational units or monetary value of such credits
that are available for wagering. :

(d) Unless otherwise authorized by the Commission, each
slot machine that has an attached bill changer shall also be
equipped with the mechanical, electrical or electronic devices
that are required by N.J.A.C. 19:45-1.37(e).

(e) If a casino licensee elects to conduct jackpot payouts
that are not automatically and totally paid directly by the slot
machine by registering them on the credit meter of the slot
machine in accordance with the procedure set forth in
N.J.A.C. 19:45-1.40(s), the slot machine shall contain a de-
vice (jackpot-to-credit-meter switch) that:

1. When activated by a key, increments the credit meter
in the exact amount of the jackpot and does not increment
the manual jackpot meter; and

2. Is subject to internal controls, as approved by the
Commission, to provide:

i.  Advance notice to the Commission and Division
whenever a casino licensee intends to turn the option to
utilize the jackpot-to-credit-meter switch on or off; and

ii. An audit trail of the following information each
time the option to utilize the jackpot-to-credit-meter
switch is turned on or off:

(1) The name and license number of the employee
who performed the action;

(2) The asset number of the slot machine on
which the jackpot-to-credit meter switch is installed;

(3) The date and time the action was taken; and
(4) A description of the action that was taken.

() In addition to the above requirements, each slot ma-
chine in a casino shall have such devices, equipment, features
and capabilities as may be required by the Commission for
that particular model of slot machine after the prototype
model is tested and examined by the Division.
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Case Notes

No implied private cause of action for inadequate or defective signage
of slot machine. Marcangelo v. Boardwalk Regency Corp., D.N.J.1994,
847 F.Supp. 1222, on subsequent appeal 47 F.3d 88.

19:46-1.26A  Bill changers with electrically erasable/
programmable storage media

(a) All program code for bill changers with electrically
erasable/programmable storage media shall:

1. Be capable of detecting 99.99 percent of all possible
failures or changes in the bill changer program;

2. Utilize a Cyclic Redundancy Check, or other method
reviewed by the Division and approved by the Commis-
sion, which:

i.  Yields, at a minimum, an eight digit hex number;
and
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ii. Is displayed by the slot machine upon demand by
calculating independently the Cyclic Redundancy Check
code using a random number entered manually at the
slot machine;

3. Be stored in an electrically erasable programmable
read-only memory (“EEPROM?”) that is soldered onto the
mother board or attached in some other manner deemed
acceptable by the Division;

4. Provide verification from the slot machine that the
bill changer code has not been altered, which verification
shall occur, at a minimum, whenever power is restored to
the slot machine, during all door closures and at other
times related to the operation of the game; and

5. Be capable of detecting a change in the bill changer
code, and in such event shall: '

i.  Cause the slot machine to enter a tilt mode which
requires a manual act to clear; and

ii.  Send a specific signal to the casino licensee’s slot -

monitoring system to indicate such change.

New Rule, R.1999 d.225, effective July 19, 1999 (olderative January 15,
2000).

See: 30 N.J.R. 3175(a), 31 N.J.R. 1947(a).
In (a)4, changed N.J.A.C. reference.

Petition for Rulemaking. :

See: 41 NJ.R. 2735(a).

19:46-1.26B Gaming equipment and related devices
utilizing alterable storage media

(a) “Alterable storage media” shall mean a memory chip
or other storage medium, such as an E-EPROM, FLASH
chip, CD-ROM or hard disk, which is contained in a slot
machine, bill changer or other gaming equipment or related
device subject to approval pursuant to N.J.A.C. 19:46-1.20,
but does not include a printer, display or other peripheral
device that does not affect the integrity or outcome of the
game. Alterable storage media may include media that are:

1. Erasable or reprogrammable without being femoved
from the gaming equipment or related device, such as an E-
EPROM or hard disk; or-

2. Removable and replaceable such asaCD-ROMor a
diskette. .

(b) Each manufacturer of gaming equipment and related
devices pursuant to (a) above that utilizes alterable storage
media shall, in accordance with the requirements of N.J.A.C.
19:46-1.20(c) or 1.28(c), identify any data, files, and pro-
grams that may be written to alterable storage media and

. specify, at a minimum, the data type such as game state and
meter information, the location to which the data shall be
written, and the need for the written data.

(c) Except as otherwise permitted in (i) below, alterable
storage media shall comply with the requirements of (d)
through (h) below.
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(d) Gaming equipment and related devices pursuant to (a)
above that utilize alterable storage media-shall only write to
alterable storage media containing data, files and programs

-that are not critical to the basic operation of a game, such as

marketing information. Notwithstanding the foregoing, gam-
ing equipment and related devices may write to alterable stor-
age media containing critical data, files and programs pro-
vided that the gaming equipment or device:

1. Maintains a record, known as an authorization list or
-digital signature, of all information that is added, deleted,
‘and modified on the media, which satisfies the require-
ments of (e) below; and

2. Verifies the validity of all data, files and programs,

which reside on the media against the authorization list or

* digital signature by means of an algorithm or other method,

which satisfies the requirements of (f) below, is approved

by the Commission and, if subject to the provisions of

NJ.A.C. 19:46-1.28, is recommended by the Division for
such approval.

(e) The authorization list or digital signature maintained '

pursuant to (d)! above shall be encrypted using a crypto-
graphic system approved by the Commission and, if subject
to the provisions of N.J.A.C. 19:46-1.28, is recommended by
the Division for such approval. Notwithstanding the fore-
going, an authorization list or digital signature that resides on
read-only storage media, which the Commission requires to
be inspected and physically sealed or otherwise secured as a
result of a recommendation by the Division - pursuant to
N.J.A.C. 19:46-1.28(f) shall not require encryption.

(f) The authentication algorithm or other method utilized
pursuant to (d) above shall:

1. Reside in and execute from storage media in the
gaming equipment or related device pursuant to (a) above,
which shall be incapable of being altered while installed in

the device, inspected and physically sealed or otherwise

secured as a result of a recommendation by the Division
-and:

N Located in a separate read-only storage media,
such as an EPROM; or

ii. Partitioned from all other data in a manner
approved by the Commission;

2. Except for sound files and other types of computer
files that do not affect the integrity or outcome of the game,
execute for all computer files each time the gaming equip-
ment or related device pursuant to (a) is powered up, and
when files are-loaded from the media; and

3. Prevent further play of the gamingbequipment or
related device pursuant to (a) if unexpected data or struc-
tural inconsistencies are detected. ‘

(g2) In the event a failed authentication occurs in a slot
machine, the slot machine shall: :
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