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Extortion Recap

Cyber Extortion, DDoS-For-Bitcoin

Campaigns Rise
via Dark Reading

NJCCIC Threat Analysis:

November 25 | Extortion: Profit-Motivated
Cyber Tactics on the Rise

The NJCCIC assessed with high confidence
that profit-motivated cyber extortion schemes
such as ransomware and ransom-demanding
distributed denial of service (DDoS) threats
are likely to persist as effective and lucrative
criminal tactics into 2016, with cumulative
US losses likely to continue climbing into the
hundreds of millions of dollars.

XSS and SQLi Recap

Millions of websites managed by WordPress,
Drupal and Joomla could be vulnerable to

XSS, SQLi attacks
via FiercelTSecurity

NJCCIC Threat Analysis:

November 20 | Cross-Site Scripting: Many
Websites Remain Vulnerable to Common

Latest Cyber Alerts

Vulnerabilities in Adobe Flash Plaver

Vulnerabilities in Apple Products

Vulnerability in DNS Server

Cumulative Security Update for Internet
Explorer

Cumulative Update for Microsoft Edge

Vulnerabilities in Microsoft Graphics
Component

Vulnerabilities in Microsoft Office

Vulnerabilities in Microsoft Silverlight

Vulnerability in Microsoft Uniscribe

Vulnerabilities in Windows Media Center

WebEx Meetings Android App Vulnerable to
Attack — Cisco Releases Patch

Cyber News

Inside the Sony Hack

via Slate

Financial Threat Group Targets Volume Boot
Record - Nemesis Bootkit

via FireEye
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Web Exploit

October 28 | SOL Injection: A Common, Yet
Avoidable, Attack Vector

Tip of the Week

""Holiday Traveling with Personal

Internet-Enabled Devices'

Your smart phone, tablet, or other device is a
full-fledged computer. It is susceptible to
risks inherent in online transactions. When
shopping, banking, or sharing personal
information online, take the same precautions
with your smartphone or other device that
you do with your personal computer — and
then some. The mobile nature of these
devices means that you should also take
precautions for the physical security of your
device and consider the way you are

accessing the internet.

Click here for more holiday cyber tips

Popularity of Apple devices prompts surge of

new threats

via Symantec

Vtech breach: Passwords 'not securely stored'
via BBC News

Attackers are building big data warehouses of
stolen credentials and PII

via CSO

This i1s how the Islamic State will exploit

cyberterrorism
via Market Watch

Questions?

Email a Cyber Liaison Officer at

njccic(@cyber.nj.gov.

Connect with us!

cyber.nj.gov
New Jersey Cybersecurity & Communications Integration Cell
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