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Recent Threat Analysis

June 5, 2015
OPM Breach: Reinforces Threat From

Cyber Foes
China's ability to access four million federal

employees' personal information within the
U.S. Office of Peronnell and Management
(OPM) - including social security numbers,
job assignments, personnel assignments, and
training history - highlights Beijing's status as
the US's leading cyber adversary.

Tip of the Week

""Do not respond to pop-ups."’

When a window pops up promising you a
great deal, cash rewards, or gift cards for
answering a question or taking a survey,
close it by pressing Alt + F4 (Windows) or
Command + W (Mac) on your keyboard.

Beware: sometimes clicking “No”, “Close”,

or the X in the top left or right corner may

inadvertentlyy dauwmnlaad malware ar link van

Latest NJCCIC Alerts

Vulnerability in Adobe Flash Player Could
Allow Remote Code Execution (APSB15-14)

Multiple Vulnerabilities in Google Chrome

Could Allow Remote Code Execution

Cross App Resource Access Vulnerability In

Apple Operating Systems Could Allow
Information Disclosure

Multiple Vulnerabilities in PHP Could Allow

Remote Code Execution

Multiple Vulnerabilities in Drupal Could

Allow for Security Bypass

NJCCIC Announcements

On May 20, 2015, Governor Christie signed
Executive Order 178 estabilshing the
NJCCIC.
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http://www.cyber.nj.gov/opm-breach
http://www.njhomelandsecurity.gov/opm-breach
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http://msisac.cisecurity.org/advisories/2015/2015-067.cfm
http://nj.gov/infobank/circular/eocc178.pdf
https://app.e2ma.net/app2/audience/signup/1789276/1753754/?v=a

Connect with us!

cyber.nj.gov

New Jersey Cybersecurity & Communications Integration Cell

DISCLAIMER: This bulletin is provided as is for informational purposes only. The New Jersey
Cybersecurity & Communications Integration Cell (NJCCIC) and the Regional Operations and
Intelligence Center (ROIC) do not provide any warranties of any kind regarding any information
contained within. The NJCCIC and ROIC do not endorse any commercial product or service,
referenced in this advisory or otherwise. Further dissemination of this advisory is governed by the
Traffic Light Protocol (TLP). For more information about TLP, see http://www.us-cert.gov/tlp/.
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