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Recent Threat Analysis

August 5, 2015

Exploit Kits: A Prevailing Vector for

Malware Distribution

Since first appearing around 2006, exploit
kits (EK) have evolved into one the most
prevalent web-based vectors for malware
distribution and a threat facing nearly all
internet users. An EK is a malicious toolkit
designed to distribute different malware
variants by exploiting common
vulnerabilities found in outdated or
unpatched software applications, such as web

browsers and plugins.

Tip of the Week

"Think before you app"’

Only download apps from reputable sources,
like verified app stores. Understand that

information (i.e., location, social networking
profiles, etc.) the app would access and share

before you download.

Latest NJCCIC Alerts

Apple Mac OS X Vulnerability

Multiple Vulnerabilities in WordPress

Multiple Vulnerabilities in Google Chrome

Multiple Vulnerabilities in Internet Explorer

Multiple Vulnerabilities in PHP
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DHS Cyber is Coming to Town!

NJOHSP is partnering with the U.S.
Department of Homeland Security (DHS) to
deliver a day and a half

cybersecurity workshop for local

governments and small businesses.

Register Here

NJCCIC Announcements

Save The Date: This month's
NJOHSP webinar on August 26th will feature
a NJCCIC briefing on recent analysis and
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cyber threats to New Jersey's critical
infrastructure and business community. Stay

tuned for more details.

Questions?

Contact the NJCCIC at njccic.cyber.nj.gov

Connect with us!

cyber.nj.gov

New Jersey Cybersecurity & Communications Integration Cell

DISCLAIMER: This bulletin is provided as is for informational purposes only. The New Jersey
Cybersecurity & Communications Integration Cell (NJCCIC) and the Regional Operations and
Intelligence Center (ROIC) do not provide any warranties of any kind regarding any information
contained within. The NJCCIC and ROIC do not endorse any commercial product or service,
referenced in this advisory or otherwise. Further dissemination of this advisory is governed by the
Traffic Light Protocol (TLP). For more information about TLP, see http://www.us-cert.gov/tlp/.
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