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Scope 
 

We have completed an audit of the Department of Law and Public Safety (department), 

Division of Law (division) for the period July 1, 2014 to December 22, 2017. Our audit 

included financial activities accounted for in the state’s General Fund. Annual expenditures of 

the division during fiscal years 2015, 2016, and 2017 were $113 million, $82 million, and $87 

million, respectively, of which $70 million, $70 million, and $71 million, respectively 

represented payroll expense. The primary responsibility of the division is to provide legal 

services to all offices, departments, and entities of state government; render legal opinions to 

government agencies; and represent the state in litigation and appeals in state and federal court. 

Annual revenues of the division were $62 million, $63 million, and $63 million during fiscal 

years 2015, 2016, and 2017, respectively. The major component of revenue was client billings 

to state agencies. 

 

Objectives 
 

The objectives of our audit were to determine whether financial transactions were related to the 

division’s programs, were reasonable, and were recorded properly in the accounting systems. 

 

This audit was conducted pursuant to the State Auditor's responsibilities as set forth in Article 

VII, Section I, Paragraph 6 of the State Constitution and Title 52 of the New Jersey Statutes. 

 

Methodology 
 

Our audit was conducted in accordance with Government Auditing Standards, issued by the 

Comptroller General of the United States. Those standards require that we plan and perform the 

audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings 

and conclusions based on our audit objectives. We believe that the evidence obtained provides a 

reasonable basis for our findings and conclusions based on our audit objectives. 

 

In preparation for our testing, we studied legislation, the administrative code, circulars 

promulgated by the Department of the Treasury and the New Jersey Office of Information 

Technology, and policies of the agency. Provisions we considered significant were documented 

and compliance with those requirements was verified by interview, observation, and through 

our testing of financial transactions. We also read the budget messages, reviewed financial 

trends, and interviewed division personnel to obtain an understanding of the programs and the 

internal controls. 

 

A nonstatistical sampling approach was used. Our samples of financial transactions were 

designed to provide conclusions on our audit objectives as well as internal controls and 

compliance. Sample populations were sorted and transactions were judgmentally selected for 

testing. 
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Conclusions 
 

We found that the financial transactions included in our testing were related to the division’s 

programs, were reasonable, and were recorded properly in the accounting systems. In making 

these determinations we identified areas where improvements can be made to testing of the 

disaster recovery plan, monitoring of the super user access, scanning the system for 

vulnerability, adherence to the department’s Supplementary Code of Ethics and the State Ethics 

Commission requirements, the client billing process, and compliance with outside counsel 

guidelines. 
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Disaster Recovery Testing 
 

The department should perform disaster recovery testing of the division’s billing and 

timekeeping system. 
 

The Department of Law and Public Safety, Division of Law utilizes its billing and timekeeping 

system to record and process client billings to state agencies for the services it provides. Client 

billing/revenue averaged $62.4 million for fiscal years 2015 through 2017, and the system 

processed approximately 120,000 timesheets annually. The system was not tested for disaster 

recovery (DR) general application system controls during our audit period. We were informed 

that the division’s billing and timekeeping system was tested in sections, however, we were not 

provided with any reports of DR test(s) conducted during our audit period. The division further 

stated a complete DR test, which would include a total fail-over of the live system to the DR 

site, has never been conducted because the disruption to the business operation would be 

significant. New Jersey Office of Information Technology Circular 14-02-NJOIT requires 

agencies to document their DR testing. Such testing would identify risk and vulnerabilities that 

could delay the billing cycle. 

 

Recommendation 

 

We recommend the division comply with New Jersey Office of Information Technology 

Circular 14-02-NJOIT and perform a disaster recovery test of its billing and timekeeping 

system and document its results. 

 
 

 

Monitoring of Super User Access 

 

The department should monitor super user access. 

 

There were five individuals who had access in a supervisory role to the division’s billing and 

timekeeping system. These individuals are “super users” and can prepare pre-bills, run quarterly 

bills, create client agreements, and adjust bills. Not only was the function within the supervisory 

role not segregated, it was also not monitored. 

 

We requested a copy of a report that would provide evidence of substantial monitoring of the 

super users activity, however, we were provided with a report prepared by a super user. Best 

practices suggest monitoring of super user access as a compensating control if segregation of 

duties is not feasible. Access controls are necessary to prevent unauthorized access to stored 

data and segregation of duties reduces the risk of improper transactions. 

 

Recommendation 
 

We recommend the department require that an individual independent of the function of super 
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user periodically review the activity of super user access and report to management any 

improprieties. 

 
 

 

Vulnerability Scanning 
 

The department should perform vulnerability scans periodically. 

 

The Department of Law and Public Safety, Office of Attorney General (OAG) information 

technology unit last performed a network vulnerability assessment scan in July 2016, in which a 

number of weaknesses were highlighted. The OAG did not provide us with a subsequent 

vulnerability scan to verify those weaknesses were corrected. The division’s continued use of 

Oracle 9.2 (Database Management System) for its billing and timekeeping system does not 

cover new updates and security patches. Per New Jersey Office of Technology Circular 12-04-

NJOIT, departments and agencies shall apply patches in a timely manner to protect against the 

introduction of malicious software and other network attacks. Departments and agencies are 

required to participate in enterprise and individual scanning as well as maintenance of a patch 

management process. 

 

Recommendation 
 

We recommend the department comply with New Jersey Office of Information Technology 

Circular 12-04-NJOIT and periodically perform scans of the system to ensure weaknesses have 

been corrected and no new weaknesses exist. 

 
 

 

Ethics 
 

Division attorneys need to comply with the department’s Supplementary Code of Ethics 

and the State Ethics Commission training requirements. 

 

N.J.S.A. 52:13D-23 and the department’s Supplementary Code of Ethics address the particular 

ethical issues of the department. Pursuant to the department’s Supplementary Code of Ethics 

Section VI-E (Prohibition on the Private Practice of Law by Attorneys) and VI-H (Procedures 

for Approval of Outside Employment or Other Activity by Legal Staff), no department officer 

or employee who is an attorney may engage in the private practice of law or provide other legal 

services without the prior approval of the Attorney General or his/her designee. 

 

When initially hired, and before engaging in a new outside activity, employees shall complete 

the Outside Activity Questionnaire (OAQ) issued by the State Ethics Commission in 

accordance with the procedures adopted by the department. The Request for Approval of 

Outside Employment or Other Activity (OAR) is required to be submitted and approved 
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annually. In addition, all department employees must complete mandatory ethics training every 

three years and an ethics briefing in years they do not receive ethics training. 

 

We completed a match of division payroll data against the Department of Labor and Workforce 

Development’s Wage and Hour database for the period January 2016 to June 2016. We tested 

the 25 division attorneys with wages earned from the State of New Jersey and from other 

employers. We found the following. 

 

 Twelve attorneys received wages from a labor union without the required prior approval by 

the department. Also, these individuals did not submit an OAQ/OAR. The division was 

unaware of this until we informed management. 

 

 Eight additional attorneys did not submit the OAQ/OAR. 

 

 Ten attorneys did not complete the three-year mandatory ethics training. 

 

 Eight attorneys did not complete the annual ethics briefing. 

 

Completion of the three-year mandatory training program and the annual briefing on ethical 

standards provided by the State Ethics Commission could have increased the awareness for the 

necessity to submit an outside activity questionnaire. 

 

In addition, we reviewed 2016 state income tax data of the Department of the Treasury for 

division attorneys for any net self-employment income and found 26 attorneys reported net self-

employment income. We could not verify the source of the self-employment data due to 

limitations of the provided tax information. 

 

Recommendation 
 

We recommend the division enforce the department’s ethics policy by having all its employees 

submit an OAQ/OAR and obtain prior approval by the Attorney General or his/her designee 

when required by the department’s Supplementary Code of Ethics before engaging in outside 

activity. In addition, the division should ensure its employees complete mandatory ethics 

training every three years and the annual ethics briefing in any year they do not receive training. 

 
 

 

Client Billing Process 
 

The client billing process between the division and client agencies needs improvement. 

 

The division provides legal representation and counsel to the departments, board offices, and 

commissions within state government. Every fiscal year, the division prepares Client Agency 

Reimbursement Agreements for legal services to be provided with projected costs, and renews 
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them annually. Client agencies receive actual quarterly bills with detailed reports of the work of 

the assigned division employees on each specific matter. Client billings are based on time 

incurred by division employees providing legal services and support to client agencies. In fiscal 

year 2016, the division had 97 authorized reimbursement agreements with different client 

agencies. 

 

We reviewed the reimbursement agreements and fourth quarter billings (April to June) for fiscal 

years 2015 and 2016, and selected nine and eight client agencies, respectively. We found the 

following issues that could prevent the division from maximizing its revenue collections. 

 

 Four client agencies’ reimbursement agreements had a different budgeted amount than 

shown on the Legal Services Quarterly Analysis report, which tracks the amount due. 

 

 Five bills had an incorrect full-time-equivalent (FTE) number of either the attorney or 

clerical/secretarial employee. The FTE represents the personnel hours assigned per the 

agreement for the allowable billable hours to the client agency. The division agreed that the 

client agreement FTE and the legal services agreement section’s FTE field on client billings 

should match. 

 

 We identified incorrect billable rates and improper titles were used when calculating 

billable costs for seven of the bills we reviewed. 

 

On occasion, client agencies may remit to the division more than required for their bill resulting 

in a refund. The division will typically process a refund payment to client agencies during fiscal 

year-end. However, we noted a refund of approximately $100,000 was not returned to the client 

agency until two fiscal years later. 

 

Recommendation 
 

We recommend the division implement stronger controls over calculating quarterly bills. Client 

agreements, quarterly bills, and legal services quarterly analysis reports should be reviewed for 

accuracy. Refunds to clients should be processed in a timely manner. 

 
 

 

Legal Services Expenditures 
 

The division should comply with outside counsel guidelines. 

 

The division serves as the legal representative and counsel for the departments, boards, offices, 

commissions, and other instrumentalities of the government of the State of New Jersey. At 

times, the division will retain outside counsel to represent the state due to a variety of reasons 

including conflict of interest. During our audit period, we tested 23 legal services expenditures 

totaling $16.7 million. Eight of the 23 transactions tested were related to settlement and award 
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payments. Fifteen of the 23 transactions were payments to outside law firms who represented 

the state in other matters. The division requires these outside counsel firms to utilize the 

CounselLink system to submit invoices, as well as pertinent information such as receipts, to 

facilitate the division’s review and payment process. The CounselLink system provides for 

multi-tiered level of review and billing limitations. Our review noted billing invoices for 2 of 

the 15 outside counsel transactions were submitted by a firm for billable hours over the 10 

hours per day limit for each of the firm’s attorneys. Per the division’s outside counsel 

guidelines, bills for more than 10 hours per day for each of the firm’s attorneys are prohibited 

unless authorized in advance in writing by the division’s management. We were only provided 

with the legal firm’s letter referring to the division’s approval of this allowance and not the 

actual documentation of the division’s authorization. Those billings resulted in overpayment of 

$11,900 and $169,000. 

 

Recommendation 
 

We recommend the division comply with its outside counsel guidelines and have any 

exceptions approved in advance in writing by the division’s management. 

 
 
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Auditor’s Follow-up Response 
 

Comments Related to Disaster Recovery Testing 
 

Circular 14-02-NJOIT was in effect during our audit period. The new manual was not in effect 

until March 5, 2018. Verification of compliance with the new Statewide Information Security 

Manual will be performed during our subsequent compliance review of the division.  

 




