CASINO CONTROL COMMISSION

CHAPTER 45
ACCOUNTING AND INTERNAL CONTROLS

Authority
N.J.S.A. 5:12-5, 63, 69, 70, 99, 100.41.2 and 145.

Source and Effective Date

R.2007 d.368, effective November 1, 2007.
See: 39 N.J.R. 3495(a), 39 N.J.R. 5105(a).

Chapter Expiration Date

In accordance with N.J.S.A. 52:14B-5.1b, Chapter 45, Accounting
and Internal Controls, expires on November 1, 2014. See: 43 N.J.R.
1203(a).

Chapter Historical Note

Chapter 45, Accounting And Internal Controls, was adopted as R.1978
d.178, effective May 25, 1978. See: 10 N.J.R. 212(a), 10 N.J.R. 306(d).
Chapter 45 was amended by R.1975 d.172, effective June 19, 1975.
See: 7 N.J.R. 343(a); R.1979 d.336, effective August 22, 1978. See: 11
N.J.R. 307(a), 11 N.J.R. 530(d); R.1980 d.504, effective on November
18, 1980. See: 12 N.J.R. 447(b), 13 N.J.R. 48(a); R.1981 d.272,
effective August 16 and September 10, 1981. See: 13 N.J.R. 47(c), 13
N.JR. 628(a), 13 N.J.R. 541(a); R.1981 d.437, effective November 16,
1981. See: 13 N.IR. 534(b), 13 N.J.R. 848(b); R.1982 d.171, effective
June 7, 1982. See: 13 N.IR. 534(b), 14 N.J.R. 582(a); R.1982 d.189,
effective June 21, 1982. See: 14 N.J.R. 381(a), 14 N.J.R. 664(c);
R.1982 d.206, effective July 6, 1982. See: 13 N.J.R. 534(b), 14 N.J.R.
710(d); R.1982 d.171, effective June 7, 1982 (operative July 15, 1982).
See: 13 N.J.R. 534(b), 14 N.J.R. 582(a), 14 N.J.R. 848(b); R.1982
d.189, effective June 21, 1982. See: 14 N.J.R. 381(a), 14 N.J.R. 664(c);
R.1982 d.293, effective September 7, 1982. See: 14 N.J.R. 559(a), 14
N.J.R. 983(b); R.1982 d.329, effective October 4, 1982. See: 14 N.J.R.
708(a), 14 N.J.R. 1101(c); R.1983 d.112, effective March 29, 1983. See:
15N.J.R. 257(a), 15 N.J.R. 627(b).

Pursuant to Executive Order 66(1978), Chapter 45, Accounting and
Internal Controls, was readopted as R.1983 d.125, effective April 7,
1983. See: 15 N.J.R. 240(a), 15 N.J.R. 699(a). Chapter 45 was
amended by R.1983 d.239, effective June 30, 1983. See: 14 N.J.R.
1052(a), 15 N.J.R. 1040(b); R.1983 d.300, effective August 1, 1983.
See: 14 N.J.R. 1053(a), 15 N.JR. 1259(a); R.1984 d.135, effective
April 16, 1984. See: 16 N.J.R. 361(a), 16 N.J.R. 927(a); R.1984 d.623,
effective January 21, 1985. See: 16 N.J.R. 2075(b), 17 N.J.R. 211(b);
R.1984 d.624, effective January 21, 1985 (operative September 30,
1985). See: 16 N.I.R. 2076(a), 17 N.J.R. 212(a), 17 N.J.R. 1917(b); as
R.1985 d.41, effective February 19, 1985. See: 16 N.J.R. 3302(b), 17
N.JR. 480(c); R.1985 d.229, effective May 20, 1985 (operative
December 1, 1985). See: 17 N.J.R. 181(a), 17 N.J.R. 1327(a); R.1985
d.493, effective October 7, 1985 (operative December 1, 1985). See: 17
N.JR. 1254(a), 17 NJ.R. 2456(a); R.1986 d.36, effective February 18,
1986 (operative March 1, 1986). See: 17 N.J.R. 2970(a), 18 N.J.R.
428(b); R.1986 d.77, effective April 7, 1986. See: 17 N.J.R. 2245(a),
18 N.J.R. 706(b); R.1986 d.212, effective June 16, 1986. See: 17 N.J.R.
2969(a), 18 N.J.R. 1312(a); R.1986 d.240, effective July 7, 1986. See:
17 N.J.R. 2747(a), 18 N.J.R. 1402(c); R.1986 d.302, effective October 6,
1986. See: 18 N.J.R. 2005(a), 19 N.J.R. 1321(a); R.1986 d.308, ef-
fective August 4, 1986. See: 18 N.J.R. 1096(a), 18 N.J.R. 1614(b);
R.1986 d.365, effective September 8, 1986. See: 18 N.J.R. 935(b), 18
N.J.R. 1839(b); R.1987 d.277, effective July 6, 1987 (operative Novem-
ber 1, 1987). See: 18 N.JR. 1929(a), 19 N.J.R. 1237(a), 19 N.JR.
1656(a); R.1987 d.302, effective July 20, 1987. See: 18 N.J.R. 2005(a),
19 N.J.R. 1321(a); R.1987 d.395, effective October S5, 1987. See: 19
N.J.R. 54(b), 19 N.J.R. 1826(b); R.1987 d.428, effective November 2,
1987. See: 19 N.J.R. 923(a), 19 N.J.R. 2065(a); R.1987 d.457, effective
November 16, 1987. See: 19 N.J.R. 1290(a), 19 N.J.R. 2202(a); R.1988
d.34, effective January 19, 1988. See: 19 N.J.R. 1890(a), 20 N.J.R.
205(a).
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Pursuant to Executive Order 66(1978), Chapter 45, Accounting and
Internal Controls, was readopted as R.1988 d.178, effective March 24,
1988. See: 20 N.J.R. 382(a), 20 N.J.R. 930(a).

Petition for Rulemaking: Proposing new rule, N.J.A.C. 19:45-1.26A,
regarding the redemption of checks and counterchecks by authorized
agents for casino licensees. See: 21 N.J.R. 3677(b).

Pursuant to Executive Order No. 66(1978), Chapter 45, Accounting
and Internal Controls, was readopted as R.1993 d.147, effective March
5,1993. See: 25 N.J.R. 277(a), 25 N.J.R. 1519(a).

Pursuant to Executive Order No. 66(1978), Chapter 45, Accounting
and Internal Controls, was readopted as R.1997 d.374, effective August
15, 1997. See: 29 N.J.R. 2629(b), 29 N.J.R. 4139(b).

Chapter 45, Accounting and Internal Controls, was readopted as
R.2002 d.300, effective August 15, 2002. See: 34 N.J.R. 1773(a), 34
N.J.R. 3287(a).

Chapter 45, Accounting and Internal Controls, was readopted as
R.2007 d.368, effective November 1, 2007. See: Source and Effective
Date.

Petition for Rulemaking. See: 40 N.J.R. 5878(b).
Petition for Rulemaking. See: 41 N.J.R. 901(a).

Subchapter 3, Expiration of Gaming-Related Obligations Owed to
Patrons, was adopted as new rules by R.2009 d.370, effective December
21,2009. See: 41 N.J.R. 3052(a), 41 N.J.R. 4826(a).
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Acceptance of tips or gratuities from patrons

Table inventories; table inventory container; chip re-
serve compartment

Procedure for opening tables for gaming

Procedure for distributing gaming chips, coins and
plaques to gaming tables :

Procedure for removing gaming chips, coins and
plaques from gaming tables

Procedure for acceptance, accounting for and redemp-
tion of patron cash deposits

Procedures for accepting, verifying and accounting for
wire transfers and electronic fund transfers; wire
transfer and electronic fund transfer fees

Procedure for sending funds by wire transfer or elec-
tronic fund transfer

Procedure for exchange of checks submitted by gam-
ing or simulcast wagering patrons; repurchase of
cash equivalents

Procedure for exchange of slot counter checks by slot
patrons

Substitution, redemption and consolidation of patron
checks at the cashiers’ cage; return or destruction of
redeemed checks

Acceptance of payments toward outstanding patron
checks

Procedures for granting credit, and recording checks
exchanged, redeemed or consolidated

Patron request for suspension of credit privileges

Procedure for depositing checks received from gam-
ing patrons

Procedure for collecting and recording checks re-
turned to the casino after deposit

Procedure for shift changes at gaming tables

Procedure for closing gaming tables

Count room; characteristics

Procedure for opening, counting and recording con-
tents of drop boxes and slot cash storage boxes and
the recording of keno revenue

Procedure for opening, counting and recording the
contents of bill validator boxes from gaming
voucher redemption machines; determination of
gross revenue deduction

Slot booths

Accounting controls for slot booths and change ma-
chines

Accounting controls for automated jackpot payout
machines and gaming voucher redemption ma-
chines

Slot machines and bill changers; coin and slot token
containers; slot cash storage boxes; entry authori-
zation logs

Slot machines; hopper storage areas

Slot machines and bill changers; electronically eras-
able/programmable storage media; identifications;
signs; and meters

Electronic transfer credit systems

Slot machine tower light

Slot machines; tokenization; residual slot credit

Testing of slot machines and related equipment on the
casino floor

Slot machines and bill changers; authorized locations;
movements

Progressive slot machine jackpots

Linked slot machines interconnected in more than one
casino; slot system operator; computer monitoring
room

Table game progressive payout wagers

Jackpot and credit meter payouts that are not paid
directly from the slot machine

Jackpot payouts of merchandise or other things of
value; cash jackpot payouts offered together with or
as an alternative to jackpot payouts of merchandise
or other things of value

Jackpot payouts in the form of an annuity

19:45-1.40C Multi-casino slot system jackpot payouts of cash

19:45-1.40D Inspection of slot machine jackpots

19:45-1.40E Jackpot payouts of cash by a slot attendant from an
imprest pouch

19:45-1.40F Alternative procedures for a manual slot payout of
less than $10,000

19:45-1.41  Procedure for filling payout reserve containers of slot
machines and hopper storage areas

19:45-1.41A Procedures governing the removal of coin, slot tokens

- and slugs from a slot machine hopper

19:45-1.42  Removal of slot drop buckets, slot drop boxes and slot
cash storage boxes; unsecured currency; meter read-
ings

19:45-1.43  Procedure for counting and recording contents of slot
drop buckets and slot drop boxes

19:45-1.44  Commission-controlled keys for dual locks; casino
licensee-controlled keys and locks; notice to the
Commission and surveillance department upon mal-
function and repair, maintenance or replacement of
alarms

19:45-1.45  Signatures

19:45-1.46  Procedures for control of coupon redemption and
other complimentary distribution programs

19:45-1.46A Procedures and requirements for use of an automated
coupon redemption machine

19:45-1.46B Procedures and requirements for a bill changer which

: can accept coupons

19:45-1.47 Keno booths; satellite keno booths; keno lockers; rov-
ing keno work stations

19:45-1.47A Keno runners

19:45-1.47B Public keno areas

19:45-1.48  Accounting controls for the operation of keno booths
and keno work stations

19:45-1.49  Keno drawer fill procedures

19:45-1.50  Keno drawer credit procedures

19:45-1.51 Keno computer system

19:45-1.52  Payment of table game progressive payout wagers

19:45-1.53  Accounting controls for chippersons and chip carts

19:45-1.54  Gaming vouchers; physical characteristics; procedures
for issuance and redemption

19:45-1.55 Computerized gaming voucher systems; required pro-

cedures

SUBCHAPTER 2. CASINO COMPUTER SYSTEMS

19:45-2.1
19:45-2.2

Definitions
Casino computer systems; authorized locations

SUBCHAPTER 3. EXPIRATION OF GAMING-RELATED
OBLIGATIONS OWED TO PATRONS

19:45-3.1 Expiration of gaming-related obligations owed to pa-

trons; date of expiration; payment to Casino Reve-
nue Fund

SUBCHAPTER 1. GENERAL PROVISIONS

19:45-1.1 Definitions

The following words and terms, when used in this chapter,
shall have the following meanings unless the context clearly
indicates otherwise:

“Annuity jackpot trust check” means a check issued by an
annuity jackpot trust, as defined in N.J.S.A. 5:12-2.2, in pay-
ment of winnings from an annuity jackpot. An annuity jack-

pot trust check shall be made payable only to the person.

presenting the check and shall not contain any other endorse-
ments.
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SUBCHAPTER 2. ‘CASINO COMPUTER SYSTEMS

Authority
NJSA. 5:12'-5, 63(c),‘ 69', 70,99 and'-lo_o. ”

Source and Effectlve Date -

T R2005 d. 216, effectrve July 5 2005
~ See: 36 NJ R 3242(a) 37 h\E J R 256l(a)

19:45-2.1 Deﬁmtlons

The following words-and terms when used in this chapter
shall have the following meanmgs unless the context clearly
md1cates otherwrse -

“Casmo computer system means all aspects of a computer
system which: the rules-of the Commission either require. or.
permit to be-utilized by a-casino licensee.in the conduct. or
monitoring of casino operations including, but not limited to
hardware,. software and network interfaces; provided, how-
ever, that a casino computer system- shall not be construed to
include the followmg : :

1. Aslot machme or bill'changer;
2. A multi-casino progressive slot system;

3. A computer system that is- connected. to- a casino
computer system only through a firewall, which has been
approved in accordance with the provisions of N.J.A.C.
19:46-1.20 and for which the casino licensee has approved
internal controls in accordance with the requlrements of
N.J.A.C. 19:45-2. 2(g), and

4 Any computer system used exclus1vely in ) the con-
duct of casino srmulcastmg, in. accordance with the pro-
visions ofN JA.C.19:55.

~“Computer access” or “loglcal access” means the ability of
a person or process to obtain information from, or execute an
action in, a casino computer system in accordance with priv-
ileges established by a casino licensee pursuant to approved
internal controls, which privileges shall be spec1ﬁed by an ap-
proved level of computer access.

“Computer functronahty means that a ‘casino computer
system functions as designed and approved.

“Computer security” means that a casino computer system
contams sufﬁ01ent devices or’ procedures that shall

1. Preserve computer functlonahty, ava11ab111ty, and the
confidentiality of data in accordance with the requlrements
of the Act and the Comm1ss1on srules;

2. Approprrately lnmt the ab1l1ty of any person or pro-
“cess. to deliberately or madvertently mterfere w1th the nor-
'mal operatlon of the system or’ 1ts data and B

3. Detect record preserve and prov1de notlce to the
casino licensee ‘of, in accordance ‘with approved internal
controls, each.compromise, possible compromise, inadvert-
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: ent dlsclosure or dev1atlon from computer funct1ona11ty
“that occurs: niy

“Fnewall” means dedlcated computer hardware software
and the related security policy that protects a casino computer -
system, its software, and data from access by other computer
systems’ and ‘users- not' specifically’ authorized to access the
casino computer system, its software or data, through proce-
dures approved by the Commission, such as monitoring and

‘analyzing" all data packets on a réal-time basis and auto-
“matically rejecting all unauthorized communications. A fire-
~ wall shall include, without limitation, logging and reporting,

automatic alarms, and a user interface for controllmg the
ﬁrewall

“Level of computer access” means the part1cu1ar pr1v1leges
_granted to aperson in a-casino computer system by a casino
licensee, such as read, read-write, execute, and modify, which
privileges shall vary by casino computer system program,
process, library, or directory, according to the following:

1. “Position t1tle and job code for an employee of the
casino licensee; and

2. Responsibilities and functions authorized to be per-
formed, for any person not employed by the casino li-
censee.

19:45-2.2 Casino computer systems, authorized
: locations s

(a) All aspects of a casino licensee’s casino computer
system shall be located within the casino hotel facility unless
otherwise approved by the Commission in accordance with
the provisions of this section.. v

(b) The Commission may permit a casino . licensee to
maintain the software and data of its casino computer system,
or any portion thereof, in a computer located in a secure
locatlon outside the casino hotel facility, referred to herein as

“remote computer > provided that:

1.. The remote computer is maintained in a secure lo-
cation within the casino hotel facility of another casino
licensee, referred to herein as a “host casino,” except as

* . otherwise permitted by the Commission 1n the event of a

disaster pursuant to (e) below;

2. “Communications between the remote computer and

all other portions of the casino computer system shall occur

- using a dedicated and secure communication facility, such
as a leased line, as approved by the Commission;

3. The remote computer shall automat1cally perform, at
a minimum, the following functions:

. Generate daily monitoring logs and real time
alert messages to:inform the casino licensee, host casino,
‘or both;:of any system performance problems and hard-
~ware problemis; ‘-
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ii. Generate daily monitoring logs and real time
alert messages to inform the casino licensee of any soft-
ware errors;

© ili. Generate daily monitoring logs to -inform the
casino licensee of any unsuccessful attempts by a device,
person or process to obtain computer access;

iv. Authenticate the identity of each device, person
and process from which communication is received be-
fore granting computer access to such device, person or
process; ' '

v. Ensure that data sent through a transmission is
completely and accurately received; and

vi. Detect the presence of corrupt or lost data and, as
‘necessary, reject the transmission; and

4. Unless a remote computer is used exclusively to

OTHER AGENCIES

partition, such as processors, communication buses,
data storage devices, and memory;

(2) The casino licensee and host casino shall
jointly desigriate and each shall identify in its ap-
proved internal controls the MIS security officer who
shall be responsible for administering the partition
manager and maintaining access codes to the partition
manager, which MIS security officer shall be an em-
ployee of the casino licensee, host casino, or any hold-
ing, intermediary or subsidiary company thereof;

(3) Special rights and privileges in the partition
manager such as “administrator” shall be restricted to
the MIS department manager and the MIS security
officer of the casino licensee, host casino, or any
holding, intermediary or subsidiary company thereof,
provided, however, that such rights and privileges
may be delegated in accordance with N.J.A.C. 19:45-

maintain a casino computer system of one casino licensee,
it shall be partitioned in a manner approved by the Com-
mission, and shall include, at a minimum, the following:

1.11(b)3; : '
(4) Access to the partition manager shall be

Supp. 12-6-10

i. A partition manager that complies with the fol-
lowing requirements:

(1) The partition manager shall be comprised of
hardware and/or software and shall perform all par-
tition management tasks for a remote computer,
including creating the partitions described in (b)4ii
below and allocating system resources to each such

45-126.2

limited to employees of the MIS departments of the
casino licensee, host casino, or any holding, inter-
mediary or subsidiary company thereof, unless other-
wise approved by the Commission; and

(5) Software-based partition managers contained
in a remote computer shall be functionally limited to
performing partition management tasks for the remote

Next Page is 45-127
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