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Windows 2003 Update

July 14, 2015

Support for Windows Server 2003 Ends
Today

The NJCCIC reminds our members that all
versions of Microsoft Windows Server 2003
(including all Service Packs) will reach the
end of their product life-cycles today, July
14, 2015. Microsoft will no longer provide
security updates, patches, or technical support
for these products. Organizations that
continue to run systems operating

on Windows Server 2003 will be increasingly
vulnerable and face a high potential for
compromise, including zero-day attacks and
exploits from cybercriminals and state-
sponsored Advanced Persistent Threat

(APT) actors.

The NJCCIC recommends our members

to audit their systems to determine if
Windows Server 2003 is still in use and,

if identified, immediately implement

a proper migration plan to ensure the
operating system is upgraded to a supported

product.

Latest NJCCIC Alerts

Vulnerability in Adobe Flash Plavyer
ActionScript 3 Could Allow for Arbitrary

Code Execution

Multiple Vulnerabilities in Adobe Flash
Player Could Allow Remote Code Execution

Vulnerability in Adobe Flash Player
ActionScript 3 Could Allow for Arbitrary

Code Execution

Multiple Vulnerabilities in Mozilla Firefox
and Thunderbird Could Allow for Remote
Code Execution

Vulnerability in Cisco Unified

Communications Domain Manager Could

Allow Elevation of Privilege

NJCCIC Announcements

The NJCCIC and the Financial Services
Information Sharing and Analysis Center
(FS-ISAC) announced a partnership to share
and analyze cyber threat information on

behalf of New Jersey's banking institutions.

Under the terms of the agreement, the
NJCCIC's cyber threat analysts will correlate
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Tip of the Week data from various global financial institutions
to identify trends, adversary tactics, and

"Connect With Care" vulnerabilities.
Switch off your Wi-Fi and Bluetooth Read the Full Press Release Here
connections when not in use to help prevent
malicious parties from connecting to your _* —
device without your knowledge. If you're FINANCIAL ﬁ
banking or shopping, remember, a 3G or 4G SER‘/ICES !

connection is safer than an unsecured Wi-Fi

connection.

QUESTIONS?

Email a Cyber Liaison Officer at

njccic@cyber.nj.gov

Connect with us!

cvber.nj.gov

New Jersey Cybersecurity & Communications Integration Cell

DISCLAIMER: This bulletin is provided as is for informational purposes only. The New Jersey
Cybersecurity & Communications Integration Cell (NJCCIC) and the Regional Operations and
Intelligence Center (ROIC) do not provide any warranties of any kind regarding any information
contained within. The NJCCIC and ROIC do not endorse any commercial product or service,
referenced in this advisory or otherwise. Further dissemination of this advisory is governed by the
Traffic Light Protocol (TLP). For more information about TLP, see http://www.us-cert.gov/tlp/.
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